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Solution threat modeling
• Created during the design or build phase of the SSDLC

• Focused on a single solution.

• Notations: DFDs, UML diagrams, …

• Techniques: STRIDE, LINDDUN, …
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Architectural threat modeling
• Created before an SSDLC even starts;

• Higher level than solution threat modeling;

• Focused on concepts, not solutions.

We need a CRM system We need an HR system We are transforming to 
microservices
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Architectural threat modeling - WHY
• Identify transversal threats;

• Identify threats before a project even starts;

• Identify threats that impact multiple solutions;

We need a CRM system We need an HR system We are transforming to 
microservices
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We argue you also should threat model the (enterprise) architecture 
layer and we will show an example of how it is done.



Layers
The notion of layering is widely accepted by different frameworks.
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Architecture layer
Example: a rocket

Example: BIAN

Solutions layer
Example: the Starship Megarocket

Example: Santander’s solution 
architecture



Demonstration. 



Demonstration: threat modeling a pattern

Pattern (noun)

A template describing a generic solution to a problem that 
occurs frequently in a given context (TOGAF 9).

An architectural pattern (AP) defines the
conceptual relations between various concepts.

A solution pattern (SP) defines the system
itself. It realizes the architectural pattern with
concrete components.
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Architectural vs Solution threats

Architectural threat Solutions threat



Architectural vs Solution threats

Architectural threat Solutions threat

- CAPEC Meta Attack patterns
- BSI Elementary threats
- STRIDE
- ‘Architectural Risk Assessment’
- …

- CAPEC Standard Attack patterns
- STRIDE
- OWASP Cornucopia
- ‘Solution Threat Model’
- …

https://capec.mitre.org/data/definitions/282.html
https://capec.mitre.org/data/definitions/283.html


We adopt the ArchiMate risk overlay



We adopt the ArchiMate risk overlay



Thank you

Time for Q&A

• Threat model at architecture layer
• Use more generic threats at architecture layer
• Reuse notation, tooling, and frameworks
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