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Architectural threat modeling
e Created before an SSDLC even starts;
« Higher level than solution threat modeling;

« Focused on concepts, not solutions.

Architecture Architecture Architecture
threat modeling threat modeling threat modeling
We are transforming to

We need a CRM system We need an HR system . .
microservices

Architectural threat modeling
makes us shift up a layer

Move to Gather Move to Gathel Move to
Design Build Test v Design Build Test » " Design Build Test v
production repe requirements production repe requirements production repe
at at at

Solution threat modeling
makes us shift left
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Architectural threat modeling - WHY

« Identify transversal threats;

Identifyv th bef . _ ‘ We argue you also should threat model the (enterprise) architecture
. entily threats betore a project even starts; layer and we will show an example of how it is done.

« Identify threats that impact multiple solutions;

Architecture Architecture Architecture
threat modeling threat modeling threat modeling
We are transforming to

We need a CRM system We need an HR system . .
microservices
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The notion of layering is widely accepted by different frameworks.
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Contextual factors
shape architecturas

Architecture layer

Example: a rocket benenic = - - : e
Example: BIAN Pk Adaptation for use

Generalization for future re-use

Guides and Guides and Guides and Guides and
supports supports supporis supports

SO I UtiO NS I aye r GEr‘:eralizair.t for ture re-use

Example: the Starship Megarocket Adaptation for use
Example: Santander’s solution
architecture

Solutions are instantiated Deployed solutions become
within a deployment Architecture Context

Deployed Solutions
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Demonstration: threat modeling a pattern Architecture layer B
Pattern (noun) An architectural pattern (AP) defines the
conceptual relations between various concepts.
A template describing a generic solution to a problem that
occurs frequently in a given context (TOGAF 9).
&
Solutions layer -

A solution pattern (SP) defines the system
itself. It realizes the architectural pattern with
concrete components.
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Demonstration: threat modeling a pattern Architecture layer

Pattern (noun)

ppppppppppp

A template describing a generic solution to a problem that
occurs frequently in a given context (TOGAF 9).

___-_-______.D,

Solutions layer

nnnnnnnnnnnnn
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Firewall
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Rest API

Customer %

_D

Architecture layer

. Application

W

Application Database

Solutions layer
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Solutions layer

‘ Customer %

Perimeter Firewall
(F3)

‘ Webshop APl —()

Online Webshop Legacy
— Functionality
Datacenter
Firewall
(Fortigate)

i

Customer Database Product Database
(MySQL)
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Web Application

Firewall

!

Rest API

Customer %

_D

Architecture layer

. Application

W

Application Database

Solutions layer



Architecture layer
Uszer %
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Web Application << Threat Event>> J_)
Firewall CAPEC-151: Identity
Spoofing

!

Rest APl O
> Application <<Threat Event>> 33
— CAPEC-184: Software
<<Threatfvent=> I Integrity Attack
CAPEC-11T:

Interception

Y

<< Threat Event>> 3 3
CAPEC-248: Command
Injection

Application Database |

______________[:}

Solutions layer

Customer %



Customer %

'

Perimeter Firewall
(F3)

!

Webshop AP 4

______________[}

Solutions layer

<= Threat Event>> 73 )
CAPEC-157: Sniffing
Attacks

<< Threat Event>> 3
CAPEC-66: SOL
Injection

R

Customer Database
(My30L)

<= Threat Event=> T <« Threat Event» »
CAPEC-4%: Password
Brute Forcing

CAPEC-186: Malicious
Software Update

Online Webshop Legacy

— Functionality

l

Datacenter
Firewall
(Fortigate)

P

Product Database

I
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Web Application

Architecture layer

<<Threat Event>=> 3
Firewall ‘ CAPEC-151: |dentity ‘ = LiIseon
Spoofing
l .
Rest APl -O |
> Application <<Threat Event>> 1D
— CAPEC-184: Software
<<Threatfevent>> 1O = J
CAPEC-117: H .
Interception - Solutions layer
Customer %
i ;
Application Databas% Perimeter Firewall <<Threat E S oD) <<Threat Event>> IO <<Threat Event>>
(F5) CAPEC-157: Sniffing CAPEC-49: Password ‘ CAPEC-186: Malicious
1 Attacks Brute Forcing Software Update
} |
: Webshop APl -O |
» 1 Online Webshop Legacy
= — [ Functionality
<<Threat Event>> TO Datacenter
CAPEC-66: SQL Firewall
Injection (Fortigate)
v v
Customer Database | Product Database
(MySQL)

D




Architectural vs Solution threats

<< Threat Event>=> 3
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<< Threat Event=> 1)

CAPEC-151: |dentity
Spoofing

CAPEC-151: Identity Spoofing

CAPEC-49: Password
Brute Forcing

CAPEC-49: Password Brute Forcing

Attack Pattern ID: 151
Abstraction: Meta

View customized information: ( Conceptual ) ( Operational )

( mapping-Friendly ) ( Complete )

¥ Description

Identity Spoofing refers to the action of assuming (i.e., taking on) the identity of
some other entity (human or non-human) and then using that identity to accomplish
a goal. An adversary may craft messages that appear to come from a different
principle or use stolen / spoofed authentication credentials.

¥ Extended Description

Alternatively, an adversary may intercept a message from a legitimate sender and
attemnt tn malkea it lnak like the meccane rnmec from them withnut channina its

Architectural threat

wishes To change wnat the message says. Ln an ldentity S5poofing attack, the
adversary is attempting to change the identity of the content.

Likelihood Of Attack
Typical Severity
Relationships
Prerequisites
Resources Required
Consequences
Mitigations

Related Weaknesses
Content History

Y vV VY Y Y YY

Attack Pattern ID: 49
Abstraction: Standard

View customized information: ( Conceptual ) ( Operational )

( Mapping-Friendly ) ( Complete )

¥ Description

An adversary tries every possible value for a password until they succeed. A brute
force attack, if feasible computationally, will always be successful because it will
essentially go through all possible passwords given the alphabet used (lower case
letters, upper case letters, numbers, symbols, etc.) and the maximum length of the
password.

¥ Extended Description

Solutions threat

passwords must be of a certain level, there is no need to éheck sr;’lallerr candidates.
Likelihood Of Attack

Typical Severity

Relationships

Execution Flow

Prerequisites

Skills Required

Resources Required

Indicators

Consequences

MiFiraatFioe o

vV WV VYV VYV VYV TV VvV VY VY



Architectural vs Solution threats
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- CAPEC Meta Attack patterns - CAPEC Standard Attack patterns
- BSI Elementary threats - STRIDE
- STRIDE - OWASP Cornucopia

- ‘Architectural Risk Assessment’ - ‘Solution Threat Model’


https://capec.mitre.org/data/definitions/282.html
https://capec.mitre.org/data/definitions/283.html
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We adopt the ArchiMate risk overlay

e )pencon

User %
'

Web Application <<Threat Event>> 1D
Frevel = How to Model Enterprise
l Risk Management and
Rest APl —O) Security with the

- ication <« Threat Event> > - ®
EJ W fepliction | | e e D ArchiMate™ Language

<<Threat Bvent>> T3 Integrity Attack
CAPEC-11T:
Interception

<<Threat event>> )| <lossevent>> T
Work-related safety Employee submits
incident compensation claim

for injuries

A White Paper by:

R —

Iver Band, Cambia Health Solutions <<Vulnerabilty>> O <<Rao> Tolconof P
" - . X Inadequate safety compensation claims
Wilco Engelsman, BiZZdesign procedures e
Christophe Feltus, Luxembourg Institute of Sci¢ '
Sonia Gonzilez Paredes, The Open Grou |
Application Datab <<Threat Event>> 1O O e P P ‘ ‘ S djetie> @
ication Llatabase im Hietala, The Open Grou my n claim
PP b CAPEC-248 Command RN ‘ SRS
. . Henk Jonkers, BiZZdesign | R —
Injection s R ([ T
Pascal de Koning, i-to-i s )

Implement extended
safety procedures

P S
application D( <<Control measure>> /7

Sebastien Massart, Arismore
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We adopt the ArchiMate risk overlay

e )pencon

User %
'

Web }'-lkpplication {{;onle Objective> .‘:-.Dur @ << Threat Event:-_:* I
Firewall —{ apphcatut)‘:lss::]l;ﬁnb; resistant }7 CAPE;;:}?}l;r::entlty How to Model Enterprise
l Risk Management and
Rest APl O Security with the
EJ oy fepliction | [ cchreaBer> D ArchiMate® Language
<<Threat Bvent>> T3 Integrity Attack

CAPEC-11T:
Interception

F

<<Threat event>> )| <lossevent>> T
Work-related safety Employee submits
incident compensation claim

for injuries

A White Paper by:

Iver Band, Cambia Health Solutions <Vulnenbiity> 0| <> Yol cosof P
. N ) . Inadequate safety compensation claims
Wilco Engelsman, BiZZdesign procedures forinjures

unacceptable

<< Control Objective>> Any (@)

Christophe Feltus, Luxembourg Institute of Sci¢ '

R —

cennection between APl and : : !
.. Sonia Gonzalez Paredes, The Open Group : e
application must be s <<Threat Event>> 13 i R
Application Database Jim Hietala, The Open Group compensation claims
encrypted. — CAPEC-248: Command ) ) 1
. . Henk Jonkers, BiZZdesign | R —
Injection O (S Sy 7
Pascal de Koning, i-to-i s )

Implement extended
safety procedures

P S
application D( <<Control measure>> /7

Sebastien Massart, Arismore
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Thank you
* Threat model at architecture layer

* Use more generic threats at architecture layer
* Reuse notation, tooling, and frameworks

Time for Q&A
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